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DEFCON ™Authenticator 

Introduction 

Congratulations on your purchase of a Targus 
DEFCON Authenticate. The Authenticator 
enables you to verify user identity and grant or 
deny computer access — all with the touch of a 
finger. 

This installation guide describes how to connect 
the Authenticator to your computer and install the 
software drivers for the following DEFCON 
Authenticator models: 

• PA460 - DEFCON Authenticator with Dual 
USB Port Hub 

• PA470 - DEFCON Authenticator PC Card 



In addition to this installation guide, this package 
contains a Targus DEFCON Authenticator and 
driver software CD-ROM. 
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System Requirements 

To use the Authenticator, your computer must 
meet the following hardware requirements and 
run one of the operating systems listed below. 



system 

• PC Card slot or USB version 1.1 • Windows® 2000 
interface 



Before You Begin 

Use the list below to find the appropriate 
installation procedures for your DEFCON 
Authenticator model and the software drivers you 
want to install. 

To use the DEFCON Authenticator model PA460 
(USB) with: 

OmniPass see page 4 

IBM Client Security Software (CSS) see page 13 

To use the DEFCON Authenticator model PA470 
(PC Card) with: 

OmniPass see page 4 

IBM Client Security Software (CSS) see page 15 



Hardware 

• PC with an Intel® Pentium® 
processor or above and a hard 
disk drive 

• 64 MB RAM or higher, 
depending on the operating 



Operating System 

• Windows® 98 



• Windows® Millennium 
Edition 



• CD-ROM drive 



• Windows® XP 
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ONOTE: Only IBM Client Security Software is compatible 
with the IBM Embedded Security Chip Set (ESCS). To use 
the ESCS with either DEFCON Authenticator model, you 
must have CSS already installed on your computer. See 
"Attention IBM ThinkPad Users" on page 12. 

OmniPass Users 

Installing the OmniPass Software 

1 Insert the driver CD into your computer's 
CD-ROM drive. 

2 Click Start, Run then enter D:\Setup.exe 
(where D is the path of your CD-ROM drive) 
and click OK. 

The Welcome screen appears. 



InstollShield Wizard 




Welcome to the InstallShield Wizaid for 
OmniPass 



The InstallShield® Wizard will install OmniPass on your 
computer. Tocontmue, click Next. 



j Nwb ] Cancel | 



Sample Welcome screen 
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3 Click Next. 

If you are using an IBM Thinkpad and CSS is 
already installed on your computer, the 
following screen appears. 



So ft ex OmniPass Installation Error. 


B 


OmniPass setup has detect 
the system, which is not c 
notcotinue. Please refer to 


ed the presen 
ompatible with 
the installation 

OK 


e of another software package on 
OmniPass. OmniPass installation can 
notes for more information. 



Softex OmniPass Installation Error screen 



4 Click OK to abort the installation. To install 
the OmniPass software, you must remove 
CSS (See "Troubleshooting" on page 18.) 
and begin the OmniPass installation 
procedure again. 

Otherwise, the Software License Agreement 
screen appears. 
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License Agreement 

Please =.vi the following license agreement carefully 




Press ths FAGE DOWN key to see the res' of ths agreement. 



IMPORTANT: PLEASE READ THIS LICENSE AGREEMENT BEFORE INSTALLING 
THIS COMPUTER SOFTWARE PROGRAM. IFYOU DO NOT AGREE WITH THE 
TERMS, YOU SHOULD NOT INSTALL THIS SOFTWARE. 

Soften Ino, provides ths computer software program and usei manuals 
contained in the package and any modifications, update, revisions 01 
enhancements received by you from Softex Inc. and licenses its use 

■■'In 't.r >r< ■ :'r J t~ v 

GRANT OF LICENSE AND COPYRIGHTS: v 

Do you accept all the terms of the preceding License Agreement? If you choose Ho, ths 
setup will close. T o install 0 mniPass, you must accept this agreement. 



Sample Software License Agreement screen 

5 Click Yes to accept the agreement and 
continue setup, or No to exit setup. 

If you choose to continue setup, the Choose 
Destination Location screen appears. 



Yes 



No 
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InstallShield Wizard |_X| 



Choose Destination Location 

Select ioide: where Setup will install liles 

m 

Setup will install OmniPassin the following folder. 

T o install io this fold**, click Me*!. T □ install to a ditlerenl folder click Browse and select 
another folder. 



coswiauurj ruiuci 

CAProgram rilesVSoftex\Omnipass 



InstallShield 

< Back f" Ne<tY h| Ca ncel | 

Sample Choose Destination Location screen 



6 Click Next to keep the current destination 
folder. 

To select a different directory, click Browse and 
locate the desired path name, then click 
Continue to confirm the new destination folder. 

The Setup Status screen appears as the 
appropriate files are copied to your computer. 

The Maintenance Complete screen appears. 
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Sample Maintenance Complete screen 

7 Select "Yes, I want to restart my computer 
now." and click Finish to complete 
installation. 

The software installation is now complete and 
you can connect the DEFCON Authenticator to 
your computer and install the device drivers. 

Connecting the DEFCON Authentica- 
tor to Your Computer 

To connect the Authenticator to your computer: 

• If you have a model PA460 DEFCON 
Authenticator, plug the USB connector into an 
available USB port on your computer. 
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• If you have a model PA470 DEFCON 
Authenticator, insert the PC Card into an 
available PC Card slot on your computer. 

You are now ready to install the device drivers for 
your operating system. 

Installing the Device Drivers 

Windows® 98/Me Operating Systems 

If you are running the Windows® 98/Me 
operating systems, the hardware drivers install 
automatically and no other action is needed. 

Windows® 2000/XP Operating Systems 

If you are running the Windows® 2000/XP 
operating systems, use the following steps to 
complete the hardware driver installation. 
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Found New Hardware Wizard 




Welcome to the Found New 
Hardware Wizard 




This wizard helps ^du install software for: 




AuthenTec Fingerprint PC_CAFiD Driver (B illionton] 




If youi haidware came with an installation CD 
■■ 3 or (loppy disk, inseit it now. 




What do you viar.' 'he wizard (o do 7 




In i il i ni > i, j m , ii il |_Ri i mm , d : 

Install from a list or specilic location [Advanced] 




Click Newt to continue 


< Back Li Ii ext " ? 1 | Cancel | 



Sample Found New Hardware screen 



1 From the Found New Hardware screen, 
select "Install the software automatically 
(Recommended)" and click Next. 
The Completing the Found New Hardware 
Wizard screen appears. 
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pleting the Found New 
Hardware Wizard 

The wizard has finished installing the software for 

AuthenTsc Fingerprint PC_CARD Driver (Billionton) 



| < Bac k Ij^^^h^^J | Cancel | 

Sample Completing the Found New Hardware Wizard screen 

2 Click Finish. 

You are now ready to set your password and add 
fingerprint identification. To do this, and for 
details on how to use the software, see the 
OmniPass User's Guide PDF, located on the 
CD-ROM. 
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Attention IBM ThinkPad 
Users 

Before You Begin 

• Connect the Authenticates only when prompted 
to do so. 

• If you have an IBM Embedded Security Chip 
Set (ESCS), you must use IBM Client Security 
Software (CSS) - no other fingerprint 
authentication software is compatible with 
ESCS. To download CSS go to: 

http ://www. pc. i bm .com/ww/resou rces/secu rity/secdown load, htm I 

• If you do not have ESCS, you must decide 
whether you want to use OmniPass or IBM 
Client Security Software BEFORE installing any 
software or drivers. OmniPass will not run 
concurrently with CSS. 

NOTE: OmniPass will automatically abort the installation 
process if it detects that CSS is already installed on your 
computer. 

• Once you install CSS on your computer, you 
must then install the DEFCON Authenticator 
updater from the supplied CD-ROM in order to 
use fingerprint authentication. 
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IBM Client Security Software 
Users 

After installing CSS, you can install the device 
drivers, the DEFCON Authenticator updater and 
connect the Authenticator to your computer. 

Installing the Device Drivers and DEF- 
CON Authenticator Updater and Con- 
necting the DEFCON Authenticator to 
Your Computer 

NOTE: If you do not install the DEFCON Authenticator 
updater, CSS will not display the Enroll Fingerprints 
option. 

DEFCON Authenticator with Dual USB Port Hub 
(Model PA460) 

1 Insert the driver software CD into your com- 
puter's CD-ROM drive. 

2 Click Start, Run then enter D:\DefconAuth.exe 
(where D is the path of your CD-ROM drive) 
and click OK. 

The Welcome screen appears. 

3 Click Next. 

The Software License Agreement screen 
appears. 
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4 Select "I accept" to accept the agreement 
and continue setup, or "I do not accept" to 
exit setup and click Next. 

If you choose to continue setup, the Ready to 
Install screen appears. 

NOTE: If the Digital Signature Not Found dialog box 
appears, click Yes to continue. 

5 Click Install. 

6 Click Finish and restart you computer. 

7 Once your computer restarts, connect the 
Authenticator's USB connector to an 
available USB port on your computer. 

The following screen appears. 



Welcome to the Found New 
Hardware Wizard 

This wizard - e :■-:■ >: . -::= -::-: ■.■=■■£*:■■: 
BILUONTON FINGER_PRINTER_V1.0 



l^'J) If your hardware came with an installation CD 
or floppy disk, insert it now. 



What do you want the wizard to do 7 

0 Install from a list or : :;a:::ri Advanced) 
Qick Ne>i to continue 



Found New Hardware 




Found New Hardware Wizard screen 



DEFCON Authenticates 



15 



8 Select "Install the software automatically 
(Recommended)," click Next and follow the 
on-screen instructions. 

You can now configure the Enroll Fingerprints 
option for CSS. 

DEFCON Authenticator PC Card (Model PA470) 

1 Insert the driver software CD into your com- 
puter's CD-ROM drive. 

2 Connect the Authenticator card to an 
available PC Card slot on your computer. 

The following screen appears. 



Hardware Wizard 



Welcome to the Found New 
Hardware Wizard 

This wizard helps you install software for: 
BILLION ION FINQER_PRINTER_V1.D 



(*J H your hard ware came with an installation CD 
■-JCJJ or floppy disk, insert it now. 



What do you want the wizard to do ? 

....... .............. . . ..... Z - 

0| Install from a list c^sr-s:." ~ zzc.'.on (Advanced} 
Click Next to continue. 



[ Next ? [ Cancel 

Found New Hardware Wizard screen 
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3 Select "Install the software automatically 
(Recommended)," click Next and follow the 
on-screen instructions. 

You can now install the DEFCON Authenticator 
updater. To do this: 

1 Click Start, Run then enter D:\DefconAuth.exe 
(where D is the path of your CD-ROM drive) 
and click OK. 

The Welcome screen appears. 

2 Click Next. 

The Software License Agreement screen 
appears. 

3 Select "I accept" to accept the agreement 
and continue setup, or "I do not accept" to 
exit setup and click Next. 

If you choose to continue setup, the Ready to 
Install screen appears. 

ONOTE: If the Digital Signature Not Found dialog box 
appears, click Yes to continue. 

4 Click Install. 

5 Click Finish and restart you computer. 

You can now set the sensor orientation and 
configure the Enroll Fingerprints option for CSS. 
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Setting the Sensor Orientation 

Setting the sensor orientation enables the 
Authenticator to properly register a user's 
fingerprint. To do this: 

1 Click Start, Settings and then Control Panel. 

2 Double-click ATSC Settings. 

3 Select the drop-down arrow under Sensor 
Orientation and choose one of the following 
settings as it applies to your computer: 



4 Click OK. 

Using the Enroll Fingerprint Option 

Once you complete installation and set the 
sensor orientation, you can now configure CSS 
and enroll a fingerprint for identification. Refer to 
the IBM user guide for more information. 



If your PC Card slot 
is located: 



Select this setting: 



Left side 
Right side 
Front 
Back 



0 

180 
270 
90 
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Troubleshooting 

What do I do if the IBM Client Security Software 
(CSS) is installed on my computer and I want to 
use OmniPass? 

If you have an IBM Embedded Security Chip Set 
(ESCS), you must use CSS. If you do not have 
ESCS, remove CSS and install the OmniPass 
software. 

To remove CSS: 

1 Click Start, Settings, Control Panel. 

2 Double-click Add/Remove Programs and 

locate IBM Client Security Software. 

3 Click Remove and follow the on-screen 
instructions. 

4 Restart your computer and install the 
OmniPass software. See "Installing the 
OmniPass Software" on page 4. or 
"Troubleshooting" on page 18. 

My fingerprint isn't scanning during enrollment - 
or - the Authenticator takes a while to recognize 
my fingerprint, what should I do? 

• Make sure that the finger you select to scan is 
clean and dry before placing it on the scanner. 
Excess dirt and oil may prevent the sensor from 
scanning your fingerprint. 
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• To ensure a clear and precise scan, gently 
place the center of your finger firmly on the 
scanner for at least 3 seconds while scanning. 

Technical Support 

In the unlikely event that you encounter a 
problem with yourTargus accessory, please 
contact our technical support team at: 

Email: techsupport@targus.com 

Internet: http://www.targus.com/support.asp 

Our knowledgeable staff is also available to 
answer your questions through one of the 
following telephone numbers. 

US 

Monday through Friday, 8:00 a.m. (08:00) to 8:00 
p.m. (20:00) Eastern time: 

800-283-6325 

Canada 

Monday through Friday, 9:00 a.m. (09:00) to 5:00 
p.m. (17:00) Eastern time: 

888-827-4877 
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Europe 

Belgium 
Denmark 
France 
Germany 
Italy 

Netherlands 
Spain 
Sweden 
Switzerland 
United Kingdom 
Eastern Europe & others 



+32 0 02-717-2451 
+45 0 35-25-8751 
+33 0 1-64-53-9151 
+49 0 21-16-579-1151 
+39 0 24-827-1151 
+31 0 53-484-9470 
+34 0 91-745-6221 
+46 0 8-751-4058 
+41 0 1-212-0007 
+44 0 20-7744-0330 
+31 0 53-484-9479 



Product Registration 

For more efficient customer service and to activate the 
product's warranty, Targus recommends that you register 
your Targus accessory shortly after purchasing it. 

To register your Targus accessory, go to: 

http://www.targus.com/registration.asp 

You will need to provide your full name, email address, 
phone number, and company information (if applicable). 

Warranty 

Targus warrants this product to be free from defects in 
materials and workmanship for one year. If your Targus 
accessory is found to be defective within that time, we will 
promptly repair or replace it. This warranty does not cover 
accidental damage, wear and tear, or consequential or 



DEFCON Authenticates 



21 



incidental loss. Under no conditions is Targus liable for loss 
of, or damage to a computer; nor loss of, or damage to, 
programs, records, or data; nor any consequential or 
incidental damages, even if Targus has been informed of 
their possibility. This warranty does not affect your statutory 
rights. 

Warranty Registration at: 
http://www.targus.com/registration.asp 

Regulatory Compliance 

This device complies with Part 15 of the FCC Rules. 
Operation is subject to the following two conditions: (1 ) This 
device may not cause harmful interference, and (2) This 
device must accept any interference received, including 
interference that may cause undesired operation. 

FCC Statement 

Tested to Comply 

This equipment has been tested and found to comply with 
the limits of a Class B digital device, pursuant to Part 15 of 
the FCC Rules. These limits are designed to provide 
reasonable protection against harmful interference in a 
residential installation. This equipment generates, uses, and 
can radiate radio frequency energy and if not installed and 
used in accordance with the instructions, may cause 
harmful interference to radio communications. However, 
there is no guarantee that interference will not occur in a 
particular installation. 
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If this equipment does cause harmful interference to radio or 
television reception, which can be determined by turning the 
equipment off and on, the user is encouraged to try to 
correct the interference by one or more of the following 
measures: 

• Reorient or relocate the receiving antenna 

• Increase the separation between the equipment and 
receiver 

• Move the computer away from the receiver 

• Connect the equipment into an outlet on a circuit different 
from that to which the receiver is connected. 

Intel and Pentium are registered trademarks of Intel Corporation. Microsoft and Windows are 
registered trademarks of Microsoft Corporation. IBM and ThinkPad are registered trademarks 
of IBM Corporation. All other trademarks are the property of their respective owners. 
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